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Privacy Policy Statement

China Merchants Bank Co., Ltd. Hong Kong Branch (the “Bank”) is committed to protect the
privacy, confidentiality and security of the personal data we hold by complying with the
requirements of the Personal Data (Privacy) Ordinance (the “Ordinance”) with respect to the
management of personal data. We will ensure compliance by our staff with the standards of
security and confidentiality prescribed by law. The purpose of this Privacy Policy Statement is to
establish the policies and practices of the Bank's commitment to protect the privacy of personal
data and to act in compliance with the provisions of the Ordinance.

Kinds of Personal Data held

There are two broad categories of personal data held in the Bank. They are personal data related to
customers and employees of the Bank.

I. Customer records,

a) name, address, occupation, contact details, date of birth, nationality, identification document
numbers, marital status and education level of customers or prospective customers;

b) employer, nature of position, working years and monthly salary of customers or prospective
customers;

c) financial profile and investment objectives / experience of customers or prospective
customers;

d) information obtained by the Bank in the ordinary course of continuation of business
relationship (for example, when customers write cheques or deposit money or generally
communicate verbally or in writing with the Bank, by means of documentation or telephone
recording system, as the case may be); and

e) information which is in the public domain.

I1. Personnel records,

a) name and address, contact details, date of birth and nationality of employees and potential
employees and their identity card and/or passport numbers and place and date of issue thereof;

b) additional information compiled about potential employees to assess their suitability for a job
in the course of the recruitment selection process which may include references obtained from
their current or former employers or other sources;

c) additional information compiled about employees which may include records of remuneration
and benefits paid to the employees, records of job postings, transfer and training, records of
medical checks, sick leave and other medical claims and performance appraisal reports of the
employees;

d) relevant personal data pertaining to former employees may be required by the Bank to fulfill
its obligations to the former employees and its legal obligations under certain ordinances; and

e) information which is in the public domain.
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Purposes of Retention of Personal Data

b)

In relation to Customers or Prospective Customers:

It is necessary for customers to supply the Bank with data in connection with the opening or
continuation of accounts and the establishment or continuation of banking facilities or
provision of banking and other financial services.
The purposes for which the data relating to the data subjects may be used are as follows:

(1)
(i)
(iii)
(iv)
v)
(vi)
(vii)

(viii)
(ix)

)

(xi)

(xii)

the daily operation of the services and credit facilities provided to customers;

conducting credit checks at the time of application for credit and at the time of regular

or special reviews which normally will take place one or more times each year;
creating and maintaining the Bank’s credit scoring models;

assisting other financial institutions to conduct credit checks and collect debts;

ensuring ongoing credit worthiness of customers;

designing financial services or related products for customers' use;

marketing services, products and other subjects (please see further details in paragraph

(g) of the Bank’s Notice to Customer relating to the Personal Data (Privacy)

Ordinance (the “Notice™));

determining amounts owed to or by customers;

collection of amounts outstanding from customers and those providing security for

customers' obligations;

complying with the obligations, requirements or arrangements for disclosing and using

data that apply to the Bank or any of its branches or that it is expected to comply

according to:

(1) any law binding or applying to it within or outside the Hong Kong Special
Administrative Region existing currently and in the future;

(2) any guidelines or guidance given or issued by any legal, regulatory, governmental,
tax, law enforcement or other authorities, or self-regulatory or industry bodies or
associations of financial services providers within or outside the Hong Kong
Special Administrative Region existing currently and in the future;

(3) any present or future contractual or other commitment with local or foreign legal,
regulatory, governmental, tax, law enforcement or other authorities, or
self-regulatory or industry bodies or associations of financial services providers
that is assumed by or imposed on the Bank or any of its branches by reason of its
financial, commercial, business or other interests or activities in or related to the
jurisdiction of the relevant local or foreign legal, regulatory, governmental, tax,
law enforcement or other authority, or self-regulatory or industry bodies or
associations;

complying with any obligations, requirements, policies, procedures, measures or

arrangements for sharing data and information within the group of the Bank and/or

any other use of data and information in accordance with any group-wide programmes
for compliance with sanctions or prevention or detection of money laundering,
terrorist financing or other unlawful activities;

enabling an actual or proposed assignee of the Bank, or participant or sub-participant
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of the Bank's rights in respect of the customer to evaluate the transaction intended to
be the subject of the assignment, participation or sub-participation; and
(xiii) purposes relating thereto.

Il. In relation to Employees and Potential employees:

a) processing employment applications;

b) determining and reviewing salaries, bonuses and other benefits;

c) consideration for promotion, training or transfer;

d) consideration of eligibility for and administration of staff benefits and entitlements;

e) providing employee references;

f)  registering employees as intermediaries or licensees with statutory authorities/institutions for
purposes directly related or associated to the employment;

g) monitoring compliance with internal rules of the Bank;

h) meeting the requirements to make disclosure under the requirements of any law binding on
the Bank; and

i)  purposes relating thereto.

Collection of Personal Data

(i) In relation to the collection of personal data, the Bank will inform customers and employees
the purpose of collection, classes of persons to whom the data may be transferred, their rights
to access and correct the data and other relevant information. The Bank will provide the
customers and employees with the Notice.

(if) Personal data will not be collected from a customer who is browsing the Bank's Website.

Accuracy of Personal Data

Appropriate procedures are implemented by the Bank to provide for all personal data to be
regularly checked and updated to ensure that it is reasonably accurate having regard to the
purposes for which that data is used. In so far as personal data held by the Bank consists of
statements of opinion, all reasonably practicable steps are taken to ensure that any facts cited in
support of such statements of opinion are correct. If the Bank engages a data processor (whether
within or outside Hong Kong) to process personal data on the Bank’s behalf, the Bank must adopt
contractual or other means to prevent any personal data transferred to the data processor from
being kept longer than is necessary for processing of the data.

Retention of Personal Data

Personal data provided by customers and/or employees are retained for as long as the purposes for
which such data were collected continue. The Bank shall hold the personal data for a period of 7
years or such other period as prescribed by applicable laws and regulation after closure of
account/termination of service.
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Security of Personal Data

The Bank will strive at all times to protect the personal data by restricting access to authorized
personnel on a need-to-know basis, providing secure data storage facilities and incorporating
security measures into equipment in which data is held. Encryption technology is employed for
sensitive data transmission. If the Bank engages data processors (whether within or outside Hong
Kong) to process personal data on the Bank’s behalf, the Bank will adopt contractual or other
means to prevent unauthorized or accidental access, processing, erasure, loss or use of the
transferred data by the data processors.

Disclosure of Personal Data

The personal data will not be disclosed to other parties unless such disclosure is made in
accordance with the Notice and/or the disclosure is permitted or required by any law binding on
the Bank.

Data Breach Handling

The Bank will ensure any material breaches of personal data protection requirements, loss or
leakage of customer data is properly and timely handled and reported to the appropriate authorities
when appropriate.

Revision of Privacy Policy Statement

The contents of this Statement are subject to review. Please approach the Bank and/or visit the
Bank’s website regularly for the Bank’s latest Statement.

Data Access Requests and Data Correction Requests

(i) The Bank will comply with and process all data access and correction requests in accordance
with the provisions of the Ordinance.

(i) The requester needs to use the Data Access Request Form (Form OPS003,
http://www.pcpd.org.hk/english/publications/files/Dforme.pdf) prescribed by the Office of
the Privacy Commissioner for Personal Data to make the data access request.

(iii) The Bank may impose a reasonable fee for complying with a data access request in
accordance with the Ordinance.

(iv) Requests for access to data or correction of data are to be addressed to the Data Protection
Officer of the Bank.
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Appointment of Data Protection Officer

To co-ordinate and oversee compliance with the Ordinance and the personal data protection
policies of the Bank, a Data Protection Officer has been appointed by the Bank. The contact
details of the Data Protection Officer are as follows:

China Merchants Bank Co., Ltd. Hong Kong Branch
21/F., Bank of America Tower, 12 Harcourt Road
Central, Hong Kong

Telephone: (852) 3118 8888

Fax: (852) 3111 0801

Should there be any inconsistencies between the English and Chinese versions, the English
version shall prevail.

June 2015



